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I. INTRODUCTION

A. Background and Motivation

The word cryptography comes from the Greek phrases kryptos (hidden) and graphein (writing),
altogether meaning "hidden writing." Cryptography is the approach of secret message transmission between
individuals or organizations to protect the secrecy of information from unauthorized parties. From the
beginning of civilization, people developed the need for secure and secret communication, leading to the
evolution of cryptographic methods [1].

The fundamental idea of a cryptographic tool is to cipher information to gain confidentiality of data in
a manner that unauthorized parties cannot derive its meaning. Two of the most common uses of cryptography
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include transmitting data via insecure channels (such as the internet) and ensuring unauthorized individuals
cannot understand accessed data.
FIGURE 1
CLASSIFICATION OF CRYPTOLOGY
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FIGURE 2
PROCESS OF CRYPTOGRAPHY
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B. Classification of Cryptographic Algorithms
Cryptographic algorithms are categorized as follows:
1. Secret key cryptography (Symmetric encryption): Uses a single key for both encryption and
decryption, generally used for privacy and confidentiality.
2. Public key cryptography (Asymmetric encryption): Uses one key for encryption and another for
decryption, used for authentication and key exchange.
3. Hash functions: Use mathematical transformation to irreversibly encrypt data, providing a digital
fingerprint.
The evaluation of computational methods is important in modern engineering and information systems,
where algorithm effectiveness depends on efficient information processing and pattern identification [22].
Similar considerations of computational effectiveness motivate the performance comparison of hashing
techniques in the present study.
C. Classical and Modern Cryptography
In Classical Cryptography, two main types exist:
o Transposition method: Scrambles letters of plaintext to occupy different positions
o Substitution method: Replaces letters with other letters to produce ciphertext
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In Modern Cryptography, three types exist:

o Stream ciphers: Each bit is encrypted separately (synchronous and asynchronous)
o Public key encryption: Allows key distribution on public channels
o Hash functions: One-way cryptographic algorithms

D. Hash Functions Overview

A hash function is a one-way cryptographic algorithm that converts an input of any length into a unique
fixed-length output called a hash digest, hash value, or hash code. Hash functions are constructed upon factors
including keys, hash tables, and costs. A hash function works by mapping a large number of integers to a
smaller integer that becomes the index for that array of numbers within the hash table [2].

Fundamental Properties of Hash Functions:

1. Collision resistance: It is difficult to find two different inputs that produce the same hash value

2. Pre-image resistance: It is difficult to find an input that maps to a specific hash value

3. Second pre-image resistance: It is difficult to find a second input that has the same output as a given
input

If a hash function maps every item to a precise location, it is called a perfect hash function. In practice,
it is difficult to assign precise slots for each data item. A proper hash function should have minimum collisions
and be clean and quick to compute [3].

E. Common Hash Functions
e  MD Series (MD2, MD4, MDS5, MD6): Designed by Ronald Rivest in 1991 for RSA security [7]
e SHA (Secure Hash Algorithm): SHA-O published in 1993, operates on a 512-bit message block

divided into 32-bit sizes [8]

o RIPEMD: Family of hash functions based on MD4 design concepts developed by Hans Dobbertin [9]
e Whirlpool: Based on Advanced Encryption Standard, designed by Vincent Rijmen in 2000 [10]
o BLAKE: Submitted to NIST hash function competition by Jean Philippe, announced in 2012 [11]
e SHA-3: Released by NIST in 2015
e BLAKES3: Improved version of BLAKE2, introduced on January 9, 2020
F. Hashing Techniques
1. Division Remainder: Computes hash value from key by dividing the key by table size
2. Folding Method: Uses addition to add numbers together and store the key
3. Radix Transformation: Transforms a key into another number base to obtain the hash value
4. Mid-Square: Squares the key and takes the middle part as the hash value [5]
G. Research Objectives

The main purpose of this research is to examine the average search length of keys using different
methods. Recent research highlights the role of artificial intelligence and advanced business analytics in
improving analytical and operational decision-making [10]. In a similar analytical context, the present study
evaluates different hashing techniques by examining their performance through measurable indicators such as
average successful search length.

For this purpose, we consider exhaustive subsets of the Universe, analysing all possible subsets to
understand how hashing functions distribute data properly. Based on calculations of average successful length,
we demonstrate the performance of hash functions, distinguishing between perfect and poor performance, and
examine the effect of prime numbers on hash function performance.

II. LITERATURE REVIEW
A. Previous Research on Hash Functions
Rajeshwaran and Kumar [ 14] suggested a hash algorithm based on cellular automata, outlining a strong
cryptographic hash function by spreading hash code generated using the proposed algorithm. Two main
properties of the hash function were tested, and while stream features and collision probability were
strengthened, additional datasets could provide more explanatory power.
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Kheshaifaty and Gutub [15] proposed a complex system integrating CAPTCHA, cryptography, and
hash functions for study verification. After verifying CAPTCHA input, the password was encrypted and
hashed using the AES algorithm. For login verification, the hash code of the password must match the code
stored in the system.

Ali and Farhan [16] proposed an algorithm strengthening the MDS5 algorithm against attacks by
actively extending the output of MD5, preventing various attacks due to the small output range of 128-2,096
bits. The algorithm uses a key and the preliminary permutation (IP) table of DES to develop a random matrix.

William et al. [17] aimed to increase encryption and decryption capability using a composite algorithm
comprising AES, ECC, and SHA-256 algorithms. In the proposed method, messages were encrypted using a
key from the ECC algorithm within the AES algorithm, then prepared as ciphertext using SHA-256.

B. Development of Cryptographic Hash Functions

Diffie and Hellman [18] are credited with developing public key cryptography in the mid-1970s. Their
seminal paper "New Directions in Cryptography" introduced concepts like Digital Signatures and
differentiated Confidentiality from Authentication, leading to the development of cryptographic hash
functions.

Bert Rompay [19] extracted examples from the NESSIE (New European Scheme for Signature
Integrity and Encryption) project to illustrate how cryptographic hash functions were evaluated. The NESSIE
task introduced seventeen block ciphers and six stream ciphers, with submitted unkeyed and keyed hash
functions (MACs). Rompay also discussed the open competition used by NIST to determine the Advanced
Encryption Standard, where Rijndael [20] was ultimately selected.

FIGURE 3
HASH FUNCTION
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I11. HASH FUNCTIONS AND TYPES

A. Definition and Properties
Any function used to control data integrity that matches fixed-size values resulting from algorithmic
processing of random-size data is referred to as hashing. A hash function transforms an input into a fixed-
length output called a hash value or hash code.
B. Types of Hash Functions
1. Cryptographic Hash Functions: Established for security purposes, satisfying properties like collision
resistance, pre-image resistance, and second pre-image resistance (e.g., MD5, SHA-1, SHA-2,
BLAKE)
2. Non-Cryptographic Hash Functions: No security protocol concerns, includes hash tables and data
structures (e.g., Murmur hash, City hash)
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3. Universal Hashing: Designed to reduce collision probability for any given set, chosen randomly.
Includes Carter-Wegman hashing
4. Perfect Hash Function: Generates unique hash values for known keys with no collisions
C. Classification of Hash Functions
At the highest level, hash functions can be split into:
1. Unkeyed hash functions: Define a free entity (a message)
2. Keyed hash functions: Define two inputs—a message and a secret key
Manipulation Detection Codes (MDCs)
Also known as message integrity codes (MICs). The purpose of an MDC is to provide a representative
hash of a message, facilitating data integrity assurances. MDCs are a subclass of unkeyed hash functions [4].
Message Authentication Codes (MACs)
MAC represents a value composed of messages and secret keys, used for authentication of message
integrity and source authentication [5].
FIGURE 4
MESSAGE AUTHENTICATION CODES
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D. Properties of Hash Functions
1. Pre-image Resistance: Computationally impossible to compute input corresponding to a specific
output
2. Second Pre-image Resistance: Computationally difficult to find a second input generating the same
hash
3. Collision Resistance: Difficult for an attacker to find messages with identical hash values [6]
E. Hashing Techniques
Division Algorithm
The division method maps keys to hash table indices:
H(K) = K (mod M)
where H signifies the hash function, K indicates the key value, and M denotes the length of the hash table.
Mid-Square Technique
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Squares the key value and takes the middle digits as the hash value:
H(K*») =L

Folding Hash Method

Uses addition to add numbers together:

HK) =Ki+K: +Ks +... + K,
Multiplication Hash Method
Ensures value of A is 0 < A < 1, multiplies key with A, separates fractional part, multiplies by M:

H(K) = floor(M x (kA mod 1))

IV. METHODOLOGY: PERFORMANCE ANALYSIS OF HASH FUNCTIONS

A. Average Successful Search Length

The average successful search length is affected by factors such as dataset size, distribution of
elements, and search algorithm authenticity [7]. In a properly-designed cryptographic hash function like SHA-
256, the average successful search length for finding a preimage is expected to be close to 2°256.

We analyse hash functions from the H1 class of universal hashing functions, which takes the form:

h,,p(x) = ((a'x + b) mod p) mod m
B. Effect of Prime Numbers

To analyse the effect of prime numbers on hash performance, we used the H1 class universal hash
function:

h(x) = ((¢x + d) mod p) mod m

where c and d are chosen randomly, p is a large prime number, and m is the table size.

V. Results and Analysis

A. Performance Analysis with Different Key Sets

Case 1 examined the same hash function with four different key sets:

h(x) = (((519x + 703) mod 36373) mod 13)

Key Set K1 = {936, 748, 996, 815, 864, 867, 730, 971}

Slot 0 1 2 3 4 5 6 7 8 9 10 11 12
Keys - 936 - 815 748 971 - 996 - 730 - - -
867 864

Collisions: At slot 4 (748, 867) and slot 7 (996, 864)
Average Search Length: (1+1+1+1+2+2+1+1)/8 = 1.25
Key Set K2 = {772, 841, 738, 907, 876, 932, 713, 816}
Slot 0 1 2 3 4 5 6 7 8 9 10 11 12
Keys 713 738 816 907 841 932 - 7172 876 - - - -
Average Search Length: 1 (No collisions)
Key Set K3 = {757, 861, 929, 744, 755, 797, 808, 836}
Slot 8 10
Keys 757,929, 744, 797, 836 861, 755, 808
Average Search Length: (1+1+2+3+2+4+3+5)/8 = 2.625
Key Set K4 = {715, 952, 899, 754, 860, 913, 992, 781}

Slot 11
Keys 715, 952, 899, 754, 860, 913, 992, 781

Average Search Length: (1+2+3+4+5+6+7+8)/8 =2.5

TABLE I
AVERAGE SEARCH PERFORMANCE OF h(x) OVER DIFFERENT KEY SETS

Key Set Average Successful Search Length Performance
K1 1.25 Good
K2 1.00 Perfect
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K3 2.625 Average
K4 2.50 Worst
TABLE II
SEARCH PERFORMANCE OF DIFFERENT h(x) OVER K
Hashing Function Average Search Length Performance
hi(x) 1.00 Perfect
ha(x) 1.625 Good
hs(x) 3.00 Bad
ha(x) 4.50 Worst

B. Effect of Prime Numbers on Hash Function Performance
Using key set K = {737, 945, 763, 815, 867, 841, 893, 789, 919, 997} with ¢ =453 and d = 657:
h(x) = ((453x + 657) mod p) mod 13

TABLE III

PERFORMANCE OF h(x) BY VARYING p
p Value Overflow Records Average Search Length (cx+d)/p Search Performance
226,637 9 5.5 1.47 Worse
170,689 8 4.6 1.95 Bad
156,967 9 5.5 1.1 Worse
128,761 8 3.0 2.59 Average
10,687 0 1.0 313 Perfect
1,477 2 1.2 44.7 Good

The analysis reveals that when the ratio (cx+d)/p decreases, the number of collisions increases. When
the prime number is too large, all numbers of experience collisions.
C. Comparative Analysis of Hashing Techniques

TABLE IV
COMPARISON ON BASIS OF AVERAGE LENGTH

Subset Size (r) 3 4 5 6 7 8 9 10
No. of Subsets (nCr) 1,140 4,845 15,504 38,760 77,520 125,970 167,960 184,756
Mid-Square Method 1.12 1.19 1.25 1.31 1.38 1.44 1.50 1.57
Modulo Method 1.05 1.08 1.10 1.13 1.16 1.18 1.21 1.23
Multiplication Method 1.13 1.19 1.25 1.31 1.38 1.44 1.50 1.57
Decimal to Base 11 1.06 1.09 1.12 1.16 1.19 1.22 1.25 1.28
Universal Hashing 1.07 1.11 1.15 1.18 1.22 1.26 1.29 1.33

The comparison shows that the average search performance of the division remainder method is
superior to universal hashing. As the subset size changes from 3 to 10, the average successful search length is
calculated for all subsets for each hash function.

TABLE V
COMPARISON ON BASIS OF PERFECT DISTRIBUTION (PERCENTAGE)
Subset Size (r) 3 4 5 6 7 8 9 10
Mid-Square Method 65.96 42.13 21.96 8.79 2.41 0.34 0 0
Modulo Method 84.20 69.35 52.01 34.67 19.81 9.15 3.05 0.55
Multiplication Method 67.63 50.09 33.69 20.52 10.79 4.65 1.46 0.25
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Decimal to Base 11 81.40 64.75 46.31 29.05 1540 649 194 0.3l
Decimal to Base 15 59.65 36.12 18.78 8.31 3.04 0.88 0.18 0.02
Universal Hashing 78.77 60.56 41.49 24.75 12.43 496 141 0.22

TABLE VI
COMPARISON ON BASIS OF WORST DISTRIBUTION (PERCENTAGE)
Subset Size (r) 3 4 5 6 7 8 9 10
Mid-Square Method 1.93 0.31 0.04 0 0 0 0 0
Modulo Method 0 0 0 0 0 0 0 0
Multiplication Method 2.68 0.91 0.33 0.11 0.03 0.01 0.001 0.0001
Decimal to Base 11 0.18 0 0 0 0 0 0 0
Decimal to Base 15 3.51 0.62 0.08 0.01 0 0 0 0
Universal Hashing 0.37 0.02 0 0 0 0 0 0
D. Analysis of Results

From Table V, which shows the percentage of perfect distribution for different hash functions, we
observe that for r = 3 (1,140 subsets), the division remainder method achieved the highest perfect distribution
rate at 84.20%, compared to universal hashing at 78.77%. Perfect distribution means the resulting successful
length is 1 (no collisions).

Table VI shows the percentage of worst distribution across different hash functions. For r = 3, 22 out
of 1140 subsets had all collisions, giving (22/1140) x 100 = 1.93% for the mid-square method. The modulo
method demonstrated the lowest worst distribution percentage at 0%.

VI. DISCUSSION
A. Prime Number Effect
The analysis demonstrates that the choice of prime number significantly influences the performance
of universal hashing functions. When using the H1 class universal hash function h(x) = ((cx + d) mod p) mod
m:
1. Large prime numbers (p =226,637, 156,967) resulted in poor performance with high average search
lengths (5.5) and numerous overflow records
2. Moderate prime numbers (p = 128,761) yielded average performance with search length 3.0
3. Small prime numbers (p = 10,687, 7,477) achieved excellent performance with search lengths of 1.0
and 1.2 respectively
The ratio (cx+d)/p was found to be inversely correlated with performance—smaller ratios led to more
collisions and poorer performance.
B. Comparative Performance
The comparison of different hashing techniques revealed:
1. Division Remainder Method: Demonstrated the highest percentage of perfect distribution (84.20%
for r=3) and the lowest percentage of worst distribution (0% across all subset sizes)
2. Universal Hashing: Showed good performance with 78.77% perfect distribution for r=3, but was
outperformed by the division remainder method
Decimal to Base 11: Performed well with 81.40% perfect distribution for r=3
4. Mid-Square and Multiplication Methods: Showed lower perfect distribution percentages compared
to other methods

W

VII. CONCLUSION
This study examined the average search length of hash functions using different methods. By
considering comprehensive subsets of the Universe, we analysed all possible subsets to understand how hash
functions distribute data properly.
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The key findings of this study are:

1. Division-Remainder Method Superiority: The division-remainder method performed best in terms
of distributing subsets with fewer collisions, resulting in a smaller average successful search. This
method had the highest percentage of perfect distributions across all subset sizes.

2. Prime Number Effect: A smaller value for prime number 'p' improved the performance of the
Universal Hashing function. The performance significantly improved when the ratio (cx+d)/p
increased, with the best performance achieved at p = 10,687 (average search length = 1.0).

3. Performance Classification: The H1 class universal hash function can exhibit performance ranging
from perfect to good, bad, or worst depending on key selection and parameters.

4. Comparative Analysis: Among the evaluated methods, the modulo (division remainder) method
achieved the highest perfect distribution percentage (84.20% for r=3) and lowest worst distribution
percentage (0%), making it the most reliable for minimizing collisions.

This extensive analysis serves as a valuable resource for understanding the significance of hash
functions and their performance characteristics under different conditions. Future work could explore
additional hash function families and their performance under various operational scenarios.
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