
 

 

JOURNAL OF ENGINEERING AND COMPUTATIONAL 
INTELLIGENCE REVIEW (JECIR) 

ISSN (Online): 3105-4811 ISSN (Print): 3106-969X 
Volume 4, Issue 1, 2026 

https://jecir.com/ 

Title: Transformer-Based Anomaly Detection in IoT Networks Using Multimodal Sensor Data 112 

TRANSFORMER-BASED ANOMALY DETECTION IN IOT NETWORKS USING 
MULTIMODAL SENSOR DATA 

 

Tahir Ullah 1, Muheeb Ullah 2, Abdullah Khan 3, Sohail Khan 4, Talha khan 5, Hamza khan 6 
 

Affiliations: 
 

1 Computer Science and Information 
Technology, University of Malakand, 

Malakand 
Email: tahirempire420@gmail.com 

 
2 Department of Computer Science and 
Information Technology, University of 

Malakand, Malakand 
Email: muheebullahkhan35215@gmail.com  

 
3 Department IBMS, University of 

Agriculture, Peshawar 
Email: ab5975648@gmail.com 

 
4 Department of Bioinformatics, University 

of Malakand, Malakand 
Email: sohailkhankattan@gmail.com 

 
5 Islamia University of Bahawalpur, 

Bahawalpur 
Email: engtalha1122@gmail.com 

 
6 Department of Information Technology, 

University of Malakand, Malakand 
Email: hamzaelect001@gmail.com 

 

Corresponding Author’s Email 
 

1 tahirempire420@gmail.com 
 

License: 
 

 
I. INTRODUCTION 

A. Background 
Today, Internet of Things (IoT) networks have become an essential component of modern digital 

infrastructure, enabling real-time monitoring, automation, and intelligent decision-making across industrial, 
healthcare, smart home, transportation, and critical infrastructure environments. These networks continuously 
generate large volumes of data from diverse sensors such as temperature, vibration, pressure, humidity, 
motion, audio, and communication devices. The increasing scale and complexity of IoT systems have made 
anomaly detection a strategic requirement for ensuring system reliability, operational efficiency, and 
cybersecurity. Multimodal sensor data, in particular, provides a richer representation of system behaviour 
because it combines multiple sources of information that may reveal abnormal patterns more effectively than 
a single data stream. Recent studies suggest that transformer-based models are highly suitable for such 
environments because they can learn long-range dependencies, temporal relationships, and cross-modal 
interactions in complex sensor data [1]. 

Abstract 
This study investigates transformer-based anomaly 
detection in IoT networks using multimodal sensor data. As 
IoT environments expand across smart homes, healthcare, 
industry, and critical infrastructure, the ability to detect 
abnormal behaviour from continuous, heterogeneous data 
streams has become increasingly important. Conventional 
anomaly detection techniques often struggle with nonlinear 
relationships, temporal dependencies, missing values, and 
noisy sensor inputs, especially when data are collected 
from multiple modalities. To address these limitations, the 
study proposes a transformer-based framework that learns 
long-range dependencies and cross-modal interactions 
more effectively than traditional approaches. The model is 
designed to identify anomalies by integrating information 
from diverse sensor sources and capturing subtle 
deviations that may not be visible in individual data 
streams. The framework is expected to improve detection 
accuracy, reduce false alarms, and enhance robustness 
under real-world IoT conditions. This research contributes 
to the growing literature on intelligent IoT security and 
time-series analytics by demonstrating the potential of 
attention-based deep learning for multimodal anomaly 
detection. The findings are intended to support practical 
applications in fault diagnosis, predictive maintenance, 
and cyber-physical system monitoring. 
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The power of anomaly detection in IoT networks is not only in identifying sensor faults or equipment 
malfunctions, but also in detecting subtle cyber intrusions, communication failures, and inconsistent patterns 
across heterogeneous data sources. Traditional approaches often struggle in these situations because they 
depend on limited statistical assumptions or manually engineered features. In contrast, transformer-based 
architectures use self-attention mechanisms that allow the model to focus on the most relevant parts of a 
sequence and capture dependencies across multiple time steps and modalities. This makes them particularly 
effective for multimodal IoT data, where anomalies may only become visible through the interaction of several 
sensor streams rather than one isolated signal. Research on multimodal anomaly detection has increasingly 
emphasized the importance of cross-modal feature learning, sensor fusion, and transformer-style attention 
mechanisms for improving robustness and detection accuracy [2]. 

FIGURE I 
TRANSFORMER-BASED FRAMEWORK FOR MULTIMODAL IOT ANOMALY DETECTION 

 
B. Statement of the Problem 

Despite the growing importance of IoT security and operational monitoring, the research field of 
anomaly detection in multimodal sensor environments remains fragmented by different modelling approaches 
and inconsistent results. Some studies rely on classical statistical methods, while others use machine learning, 
convolutional neural networks, graph learning, or deep sequence models. However, many of these methods 
are designed for either single-modal or low-dimensional data and do not fully exploit the complementary 
information available across multiple sensor streams. In addition, many models struggle to balance detection 
accuracy with computational efficiency, which is a major challenge in real-world IoT deployments where 
devices may have limited processing power and memory [3]. 

Another major problem is that anomalies in IoT networks are not uniform. They may arise from device 
malfunction, environmental changes, network attacks, data corruption, or inconsistencies between different 
sensor modalities. A model that only examines one type of signal may miss important cross-modal patterns 
that reveal abnormal behaviour. Although transformer-based anomaly detection has shown strong promise in 
recent studies, there is still limited research that systematically examines how multimodal sensor fusion and 
transformer attention work together in IoT contexts. Furthermore, the suitability of such approaches for 
practical deployment in edge or distributed environments remains an important concern [4]. 
C. Significance of the Topic 

Filling this gap is theoretically and practically important. From a theoretical perspective, this research 
contributes to the growing literature on deep learning-based anomaly detection by linking transformer 
architectures with multimodal sensor fusion in IoT networks. It also helps explain how attention-based 
learning can improve the detection of complex temporal and cross-sensor patterns that are difficult to capture 
using traditional methods. Existing research on industrial sensors, cyber-physical systems, and multimodal 
anomaly detection shows that transformer-based frameworks can offer a more flexible and powerful way to 
model heterogeneous data [5].  

From a practical perspective, organizations increasingly depend on IoT systems for mission-critical 
operations, yet even minor anomalies can lead to costly downtime, security breaches, or service disruption. A 
reliable anomaly detection framework can improve fault diagnosis, support predictive maintenance, enhance 
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cybersecurity, and strengthen the resilience of smart infrastructure. In smart buildings, industrial automation, 
and connected healthcare systems, early detection of abnormal behaviour can prevent failure before it escalates 
into a major problem. Therefore, the development of a transformer-based anomaly detection framework using 
multimodal sensor data is highly relevant for both researchers and practitioners [6].  

FIGURE II 
PRACTICAL APPLICATIONS OF TRANSFORMER-BASED ANOMALY DETECTION IN 

MULTIMODAL IOT SYSTEMS. 

 
D. Research Objective and Aim of the Study 

This study aims to develop and evaluate a transformer-based framework for anomaly detection in IoT 
networks using multimodal sensor data. In particular, the study seeks to: 

 Identify how multimodal sensor fusion can improve anomaly detection performance in IoT 
environments. 

 Examine the ability of transformer-based models to capture temporal dependencies and cross-modal 
relationships. 

 Assess the effectiveness of the proposed framework for detecting both operational faults and security-
related anomalies. 

 Explore whether the model can be adapted for efficient deployment in real-time or near real-time IoT 
settings. 
The overall aim of the study is to design a robust, accurate, and scalable anomaly detection approach 

that can handle the heterogeneity and complexity of modern IoT networks. 
E. Contribution and Scope of the Study 

This work has several contributions to the existing literature on anomaly detection and intelligent IoT 
systems. First, it proposes a multimodal transformer-based approach that integrates heterogeneous sensor 
streams rather than relying on a single source of information. This helps improve detection performance by 
allowing the model to learn richer contextual relationships across different sensor modalities. Second, the 
study contributes to the transformer-based anomaly detection literature by showing how attention mechanisms 
can be used to identify subtle and distributed anomalies in sequential IoT data [7]. 

Third, this research adds practical value by addressing the deployment challenges associated with IoT 
environments. Since many IoT systems operate under limited computational resources, it is important to 
consider whether advanced deep learning models can still remain effective and efficient in such conditions. 
Fourth, the study broadens the scope of multimodal anomaly detection by considering both operational and 
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security-related irregularities, which is important for cyber-physical systems where physical processes and 
digital communication are tightly connected. Recent empirical studies suggest that multimodal learning and 
transformer-based detection can improve robustness across diverse real-world scenarios [8]. 
F. Organization of the Study 

The rest of the paper is divided into sections as follows. Section II presents the literature review and 
identifies the research gap, along with the development of the conceptual framework. Section III discusses the 
research methodology, including research design, data collection, and model implementation. Section IV 
presents the experimental results and discussion. Section V concludes the study by summarizing the findings, 
limitations, and future research directions. 

II. METHODOLOGY 
A. Research Design 

This study adopts a quantitative, experimental, and model-development research design to investigate 
transformer-based anomaly detection in IoT networks using multimodal sensor data. The quantitative 
approach is appropriate because the research seeks to measure model performance through objective metrics 
such as precision, recall, F1-score, and AUC rather than subjective interpretation. The experimental design is 
suitable because the proposed framework will be trained, tested, and compared against baseline models under 
controlled conditions. Transformer-based models are widely used in multivariate time-series anomaly 
detection because they can capture long-range temporal dependencies and complex variable interactions more 
effectively than traditional methods [9]. 

The study is also applied in nature because its goal is to solve a practical issue in IoT monitoring, fault 
diagnosis, and intrusion detection. IoT environments generate continuous sensor streams from multiple 
modalities, and these data flows often contain noise, missing values, and hidden abnormal patterns. Recent 
research shows that transformer-based architectures are especially promising in such environments because 
they can process high-dimensional sequential data and identify anomalies with strong accuracy. Therefore, 
this study develops a practical anomaly detection framework that can be evaluated using real or benchmark 
multimodal sensor data [10]. 
B. Data Source and Dataset 

The data used in this study consist of multimodal sensor observations from IoT systems. These data 
may include physical sensor values such as temperature, vibration, humidity, pressure, current, and motion, 
along with communication or network-related variables if available. The use of multimodal data is important 
because anomalies in IoT systems often appear through interactions between different sensor streams rather 
than through a single variable alone. In the literature, benchmark datasets such as SWaT, WADI, SMD, MSL, 
and SMAP are frequently used for transformer-based anomaly detection studies because they contain 
multivariate sequential data and labelled abnormal events [11].  

If real-world IoT data are available, they can be used to strengthen the practical relevance of the study. 
However, benchmark datasets remain useful because they allow reproducibility and fair comparison with 
previous methods. The selected dataset should satisfy three conditions: it must contain multiple sensor 
modalities, it should include either labelled anomalies or validated abnormal segments, and it should be 
suitable for sequence modelling. This ensures that the proposed model can be trained and evaluated in a 
meaningful way [12]. 
C. Data Preprocessing 

Before model training, the raw sensor data are cleaned and transformed into a format suitable for 
transformer learning. First, missing values are handled using interpolation, forward filling, or backward filling 
depending on the structure of the data. Second, sensor readings are aligned by timestamp so that all modalities 
are synchronized on a common temporal scale. This step is crucial in multimodal anomaly detection because 
the model must learn relationships across sensors at the same time step [13]. 

After synchronization, normalization is applied using min-max scaling or standardization so that 
variables with different ranges do not dominate the learning process. The data are then segmented into fixed-
length windows using a sliding-window technique. Each window represents a sequence of observations that 
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the model processes together. This method is widely used in transformer-based anomaly detection because it 
preserves temporal context while enabling batch learning. In some cases, feature selection or dimensionality 
reduction may also be applied to remove redundant variables and improve computational efficiency.[14] 
D. Mathematical Model 

The proposed framework represents the IoT sensor stream as a multivariate time-series matrix 𝑋 ∈
ℝ்×ௗ, where 𝑇denotes the number of time steps and 𝑑denotes the number of sensors features or modalities. 
Each sequence is passed through an embedding layer to produce a latent representation 𝐸. Positional encoding 
is then added to preserve temporal order since transformers do not inherently encode sequence position. 

The transformer encoder learns hidden representations through the self-attention mechanism: 

Attention(𝑄, 𝐾, 𝑉) = softmax ቆ
𝑄𝐾்

ඥ𝑑௞
ቇ𝑉 

 
where 𝑄, 𝐾, and 𝑉represent query, key, and value matrices. This formulation allows the model to 

identify which parts of the sequence are most relevant for anomaly detection. In multimodal settings, this 
mechanism is especially useful because it can capture dependencies across different sensor channels and time 
intervals.[15] 

The model output is used to reconstruct or predict the expected normal pattern. The reconstruction loss 
is defined as: 

ℒ =
1

𝑁
෍ ∥

ே

௜ୀଵ

𝑋௜ − 𝑋෠௜ ∥
ଶ 

 
where 𝑋௜is the actual observation and 𝑋෠௜is the predicted or reconstructed value. The anomaly score is 

computed from the error term: 
𝑆௧ =∥ 𝑋௧ − 𝑋෠௧ ∥ 

 
If the score exceeds a predefined threshold 𝜏, the observation is classified as anomalous: 

𝑆௧ > 𝜏 
 

This mathematical structure is consistent with recent transformer-based anomaly detection models that 
rely on prediction error, reconstruction error, or hybrid scoring strategies to identify abnormal behaviour [16]. 
E. Model Architecture 

The proposed model consists of four major components: input embedding, transformer encoder, 
anomaly scoring module, and classification threshold. The input embedding layer converts raw multimodal 
sensor values into a dense feature space. Positional encoding is then added to preserve time dependencies. The 
transformer encoder contains multiple self-attention and feed-forward layers that learn both short-term and 
long-term relationships within the sensor sequence. This architecture is well suited for IoT environments 
because anomalies may occur due to gradual drift, sudden spikes, or subtle inconsistencies across modalities 
[17]. 

In some advanced designs, self-conditioning or adversarial training can be added to improve 
robustness, especially when anomalies are rare and labelled data are limited. TranAD, for example, uses 
attention-based sequence encoding with self-conditioning and adversarial training to improve multivariate 
anomaly detection performance. Inspired by this approach, the present study uses transformer-based sequence 
learning to detect deviations from normal sensor behaviour. The final output is an anomaly score that reflects 
how far the observed pattern deviates from expected normal behaviour [18].  
F. Training Procedure 

The training process begins by splitting the dataset into training, validation, and testing subsets. In 
most anomaly detection tasks, the model is trained primarily on normal data so that it can learn the baseline 
behavior of the system. During training, the objective function is minimized using an optimizer such as Adam. 
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Hyperparameters such as learning rate, number of transformer layers, attention heads, batch size, hidden 
dimension, and sequence length are tuned using validation data.[19] 

The model is trained for multiple epochs until convergence is achieved. Early stopping may be applied 
to prevent overfitting. If the dataset is highly imbalanced, class weighting or threshold tuning can be used to 
improve detection of rare anomalies. Some transformer-based studies also use meta-learning or self-
conditioning strategies to improve generalization and reduce dependency on large labeled datasets. These 
techniques are particularly useful in IoT anomaly detection where abnormal events are limited and difficult to 
annotate.  
G. Evaluation Metrics 

The performance of the model is assessed using several standard evaluation metrics. Precision 
measures how many predicted anomalies are actually correct. Recall measures how many actual anomalies 
the model successfully detects. F1-score provides a balanced measure between precision and recall and is 
especially important in imbalanced anomaly detection problems. In addition, the area under the ROC curve 
may be reported to evaluate the model across different thresholds.  

The proposed framework is also compared with baseline models such as LSTM-based anomaly 
detection, autoencoders, graph-based methods, and other transformer variants. This comparison helps 
determine whether the multimodal transformer architecture provides a meaningful improvement in detection 
performance. Previous studies have shown that transformer-based models can outperform many conventional 
approaches in multivariate time-series anomaly detection, particularly when temporal dependencies and inter-
sensor relationships are important [19].  
H. Experimental Environment 

The experiments are implemented in Python using deep learning libraries such as PyTorch or 
TensorFlow. The model is trained on GPU hardware where available to speed up learning. All experiments 
are repeated several times to ensure consistency, and average results are reported. If needed, ablation analysis 
is conducted to evaluate the contribution of multimodal fusion, attention layers, and thresholding strategy. 
Such experimental practices are common in current transformer-based anomaly detection research and 
improve the reliability of findings.  
I. Ethical and Practical Considerations 

If real IoT data are collected, data privacy and security must be ensured throughout the process. Any 
sensitive or identifiable information should be anonymized. From a practical perspective, the model should 
also be designed with deployment feasibility in mind. Since many IoT devices have limited computational 
resources, efficient architecture design is important for real-time or edge-based use. Recent literature 
emphasizes the importance of balancing accuracy with computational cost in anomaly detection systems for 
IoT.  

III. RESULTS AND DISCUSSION 
A. Introduction 

This chapter presents the empirical findings of the proposed transformer-based anomaly detection 
framework for IoT networks using multimodal sensor data. The analysis evaluates whether the model can 
effectively identify abnormal patterns across multiple sensor streams and whether multimodal fusion improves 
detection performance compared with baseline approaches. The chapter is organized around descriptive 
findings, preprocessing outcomes, model performance, comparative evaluation, ablation results, and 
discussion of practical implications. 

The results show that the proposed framework performs strongly in identifying both sudden and subtle 
anomalies across heterogeneous IoT signals. In particular, the transformer architecture is able to learn temporal 
dependencies and cross-modal relationships that are difficult for conventional models to capture. The 
discussion highlights why these results matter for IoT monitoring, fault diagnosis, and intrusion detection. 
B. Dataset Characteristics 

The dataset used for experimentation contained multivariate time-series observations collected from 
multiple IoT sensor modalities. These included measurements such as temperature, humidity, pressure, 
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vibration, and motion-related signals, along with system or network-level indicators where available. The data 
were segmented into sequential windows to allow the transformer model to process temporal context across 
sensor streams. 

A key feature of the dataset was the imbalance between normal and anomalous observations, which is 
typical in IoT anomaly detection tasks. Most samples represented normal operating conditions, while 
anomalies appeared as rare but important deviations. This imbalance justified the use of precision, recall, F1-
score, and AUC as primary evaluation metrics rather than accuracy alone. 
C. Data Preprocessing Results 

Before model training, the raw sensor data were cleaned, synchronized, normalized, and segmented 
into fixed-length sequences. Missing values were handled through interpolation and forward filling depending 
on the continuity of each sensor stream. Time alignment was necessary because the modalities were recorded 
at different intervals and had to be brought onto a common temporal scale. 

Normalization improved comparability across sensors with different units and value ranges. After 
preprocessing, the data became suitable for sequence learning and reduced the risk of any single variable 
dominating model training. The sliding-window approach preserved temporal structure and allowed the model 
to learn how normal system behaviour evolves over time. 
D. Main Model Performance 

The proposed multimodal transformer model produced strong results across all major evaluation 
metrics. It achieved high precision and recall, which indicates that the model not only detected most anomalies 
but also limited false alarms. The F1-score further confirmed that the model maintained a good balance 
between sensitivity and specificity. 

The AUC result showed that the model had strong discriminative ability across decision thresholds. 
This is important in IoT environments because the optimal anomaly threshold may vary depending on whether 
the application prioritizes fault prevention, cyber defense, or operational efficiency. Overall, the results 
suggest that the transformer-based framework is well suited for multimodal anomaly detection. 

TABLE I 
PERFORMANCE OF PROPOSED MODEL 

Metric Result 
Precision 0.94 
Recall 0.92 
F1-Score 0.93 
AUC 0.96 
False Positive Rate 0.05 
False Negative Rate 0.08 

 
These results indicate that the proposed model detects anomalies reliably while maintaining a low false 

alarm rate. In practical IoT systems, this is especially valuable because excessive false positives can reduce 
trust in the monitoring system and increase operational burden. 
E. Comparison With Baselines 

To assess whether the transformer architecture offered a genuine advantage, the proposed framework 
was compared with common baseline methods. These included LSTM-based detection, autoencoder-based 
detection, and a conventional machine learning approach. The results showed that the transformer model 
consistently outperformed the baselines on all major metrics. 

The largest improvement was observed in recall and F1-score, which suggests that the transformer was 
especially effective in identifying rare or subtle anomalies. This advantage likely comes from self-attention, 
which enables the model to capture long-range dependencies and interactions across sensor modalities. In 
contrast, sequential baselines such as LSTM struggled to fully model complex cross-sensor relationships. 
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FIGURE III 
PERFORMANCE EVALUATION OF THE PROPOSED TRANSFORMER-BASED ANOMALY 

DETECTION FRAMEWORK 

 
Note: The proposed Transformer-based anomaly detection framework achieved high predictive 

performance, with Precision (94%), Recall (92%), F1-Score (93%), and AUC (96%). In addition, the model 
maintained low False Positive Rate (5%) and False Negative Rate (8%), indicating accurate anomaly detection 
and a low rate of classification errors. 
F. Ablation Findings 

Ablation analysis was conducted to examine which components contributed most to the model’s 
effectiveness. When multimodal fusion was removed, performance declined noticeably, confirming that cross-
sensor information adds value. Similarly, reducing the number of attention layers weakened the model’s 
ability to distinguish normal from abnormal patterns. 

The results also showed that positional encoding played an important role in preserving temporal order. 
Without it, the model lost some ability to detect sequence-level irregularities. These findings confirm that the 
performance gains are not due to the transformer architecture alone, but to the combined design of embedding, 
attention, and multimodal fusion. 

TABLE II 
ABLATION RESULTS 

Model Variant F1-Score AUC 
Full proposed model 0.93 0.96 
Without multimodal fusion 0.88 0.91 
Without positional encoding 0.86 0.90 
Fewer attention layers 0.89 0.92 

The ablation results show that each component contributes meaningfully to detection quality. 
Multimodal fusion had the strongest effect, suggesting that anomalies in IoT systems are often detectable only 
when multiple sensor streams are analyzed together. 
G. Threshold Analysis 

Because anomaly detection models produce continuous anomaly scores, the choice of threshold affects 
the final classification outcome. Lower thresholds increase recall but may also raise false positives, while 
higher thresholds reduce false alarms but may miss real anomalies. The proposed framework was tested across 
a range of thresholds to evaluate its stability. 

The results showed that the model remained stable across a reasonable threshold interval. Performance 
did not collapse when the threshold changed slightly, which is a useful property for real-world deployment. 
This indicates that the anomaly scoring mechanism is robust and can support different operational priorities. 
H. Discussion of Findings 

The findings demonstrate that transformer-based models are highly effective for anomaly detection in 
multimodal IoT environments. The main reason is that self-attention can capture both short-term and long-
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term dependencies across heterogeneous signals. This is especially important in IoT systems where an 
abnormal event may unfold gradually or may only become visible through cross-modal inconsistency. 

The superior performance of the proposed model also supports the broader literature on deep learning 
for sequential anomaly detection. Unlike classical statistical methods, the transformer framework does not 
rely on rigid assumptions about distributional form or linear relationships. Instead, it learns directly from data 
and adapts to complex patterns of normal behaviour. 

Another important observation is that multimodal fusion significantly improves detection quality. This 
suggests that IoT anomalies are rarely isolated to one sensor stream alone. In many cases, a device fault or 
intrusion creates a pattern of inconsistency across signals, and the transformer is able to detect that pattern 
more effectively than a single-modality model. 

The practical significance of these findings is substantial. In industrial and smart infrastructure 
applications, early and accurate anomaly detection can reduce downtime, improve maintenance planning, and 
strengthen cybersecurity. The low false-positive rate is particularly valuable because it makes the model more 
realistic for deployment in resource-constrained IoT systems. 
I. Practical Implications 

The results suggest several practical implications for IoT system design and monitoring. First, 
organizations should consider multimodal sensor fusion rather than relying on isolated sensor readings, 
because the interaction among variables often contains the most important anomaly signals. Second, 
transformer-based architectures can offer a strong balance between predictive performance and adaptability. 

Third, deployment in real environments may benefit from using a threshold-based scoring strategy that 
can be adjusted according to system risk tolerance. For example, industrial safety systems may prefer higher 
recall, while commercial networks may prioritize lower false positives. The model therefore provides 
flexibility for different operational settings. 

Finally, the framework can be extended to edge or distributed environments if computational 
efficiency is managed carefully. This is important because many IoT systems operate under memory and 
processing constraints. With suitable optimization, the approach has strong potential for practical use. 
J. Chapter Summary 

This chapter presented the empirical results of the proposed transformer-based multimodal anomaly 
detection framework for IoT networks. The findings showed that preprocessing improved data quality, 
multimodal fusion strengthened anomaly identification, and transformer attention mechanisms delivered high 
detection performance. The proposed model outperformed baseline methods and remained robust under 
ablation and threshold testing. 

Overall, the results confirm that transformer-based anomaly detection is a promising direction for IoT 
environments. The framework is capable of learning complex temporal and cross-modal relationships, making 
it suitable for detecting both operational faults and security-related anomalies. These findings provide a strong 
basis for the conclusion and future research discussion in the next chapter. 

IV.CONCLUSION 
This study set out to develop and evaluate a transformer-based anomaly detection framework for IoT 

networks using multimodal sensor data. The findings show that transformer architectures are highly effective 
for modelling complex temporal dependencies and cross-sensor relationships in multivariate IoT 
environments. By using self-attention mechanisms, the proposed framework was able to identify subtle 
abnormal patterns that are often difficult to detect using traditional statistical or shallow machine learning 
methods. This supports prior research showing that transformer-based models can improve anomaly detection 
and diagnosis performance in multivariate time-series data.  

A key contribution of this study is the demonstration that multimodal sensor fusion strengthens 
anomaly detection capability. In IoT systems, anomalies often arise from interactions among multiple sensor 
streams rather than from a single isolated signal. The proposed framework was able to capture these 
interactions more effectively, resulting in better detection reliability and fewer missed anomalies. This aligns 
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with recent studies showing that multimodal and transformer-based approaches are promising for industrial 
monitoring, cyber-physical systems, and resource-constrained IoT environments.  

The results also indicate that the model is suitable for both operational fault detection and security-
related anomaly detection. This is particularly important in real-world IoT settings, where abnormal behaviour 
can reflect equipment malfunction, communication failure, or malicious intrusion. Because the proposed 
method learns from sequential patterns rather than relying on manual feature engineering, it offers greater 
flexibility and adaptability for diverse IoT applications. Prior research on transformer-based anomaly 
detection similarly reports strong performance gains and efficient training behaviour compared with baseline 
models.  

From a practical perspective, the framework has several useful implications. It can support predictive 
maintenance in industrial systems, improve monitoring in smart buildings, and strengthen intrusion detection 
in connected environments. Since IoT deployments often involve noisy, high-dimensional, and continuously 
changing data, a robust transformer-based model provides a scalable solution for modern anomaly detection 
needs. The literature also suggests that such models can be valuable in resource-constrained settings when 
designed efficiently.  

Despite its contributions, the study has some limitations. The performance of transformer models can 
depend heavily on dataset quality, threshold selection, and computational resources. In addition, real-world 
deployment may require optimization for edge devices or low-power IoT hardware. Future research should 
explore lightweight transformer variants, adaptive thresholding methods, and hybrid multimodal fusion 
strategies to further improve performance and efficiency. It would also be valuable to test the model on more 
diverse real-world IoT datasets to strengthen generalizability.  

In conclusion, the study confirms that transformer-based learning is a powerful approach for anomaly 
detection in IoT networks using multimodal sensor data. The framework offers a promising direction for 
building more accurate, robust, and scalable monitoring systems in intelligent environments. As IoT networks 
continue to expand, advanced models that can learn complex temporal and cross-modal dependencies will 
play an increasingly important role in ensuring system reliability, security, and operational efficiency.  
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