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ABSTRACT

Background: Blockchain technology has emerged as a transformative
force with the potential to revolutionize enterprise systems beyond its
cryptocurrency origins. Critical U.S. sectors, including banking and
pharmaceutical supply chains, face persistent challenges related to
fraud, transparency, traceability, and cybersecurity, for which
blockchain offers promising decentralized solutions. However, the
adoption landscape remains fragmented, hindered by significant
barriers and varying levels of awareness.

Objective: This study aims to investigate the integration of blockchain-
enhanced enterprise systems within the U.S., focusing on assessing
awareness levels, evaluating its perceived impact on banking and
pharmaceutical supply chains, analyzing its contribution to economic
resilience and secure operational models, and identifying key adoption
challenges and future prospects.

Methods: A quantitative research design was employed, utilizing a
structured questionnaire administered to 300 professionals from the
banking, pharmaceutical  supply  chain, [T/technology, and
government/regulatory sectors. The instrument demonstrated strong
reliability, with Cronbach's Alpha scores ranging from 0.78 to 0.86.
Data analysis included descriptive statistics, one-way ANOVA, and
correlation  analysis to examine sectoral differences and
interrelationships between key constructs.

Results: Findings indicate a moderate to high level of optimism, with the
"Future Prospects" construct scoring the highest (M=3.71). A significant
variance in awareness was observed across sectors (F=3.42, p=0.018),
with pharmaceutical and banking professionals reporting higher
awareness than their government/regulatory counterparts. Correlation
analysis revealed strong positive relationships between blockchain
adoption, economic resilience (r=0.52, p<0.01), and future prospects
(r=0.49, p<0.01). However, "Adoption Barriers" such as cost and
regulatory uncertainty were confirmed as significant impediments.
Conclusion: The study concludes that while blockchain technology
holds considerable promise for enhancing transparency, security, and
resilience in U.S. enterprise systems, its full potential is currently
constrained by sectoral awareness gaps and persistent implementation
challenges. They can be reformed by strategic suggestions such as
encouraging cross-sector cooperation, elaborating better regulatory
frameworks, and encouraging pilot programs to narrow the gap in
perceived potential and practical integration.

Keywords: Blockchain Technology, Enterprise Systems, U.S.
Banking, Pharmaceutical Supply Chain, Economic Resilience, Secure
Operational Models, Adoption Barriers, Digital Transformation.
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INTRODUCTION

Blockchain technology is one of the most disruptive technological solutions of the twenty-first century,
and the potential of this technology is not limited to the cryptocurrency industry, but it is applicable across
various fields of the global economy. Blockchain, as a fundamental building block to enterprise systems, is
becoming increasingly popular in the United States as a way to improve efficiency, transparency, and
resilience in key industries [1]. Enterprise-scale applications, combined with distributed ledger technology,
are creating new solutions to old problems in the banking sector, pharmaceutical supply chains and safe
operating models. With organizations facing the challenges of cybersecurity, fraud, and financial
vulnerability, blockchain has positioned itself as an enabler of innovation and hardiness in enterprise systems
[2].

As one of the most mature and regulated sectors of the U.S. economy, the banking industry has begun
to believe that blockchain can assist in addressing inefficiencies and threats. The conventional banking system
is based on centralized books that are prone to fraud, data tampering and system failure [3]. Decentralized
blockchains provide a transparent and irreversible record of a transaction, avoiding the inclusion of a third
party and enhancing stakeholder confidence. In addition to the advantages of fraud prevention, the notion of
smart contracts provided by blockchain relates to benefits that might support compliance efforts and help to
streamline cross-border operations. As the U.S. banks are increasingly scrutinized and are in need of an
effective cybersecurity defense, the integration of blockchain can provide them with an avenue to operational
resiliency and competitive advantage [4].

Likewise, the pharmaceutical supply chain of the United States is under severe pressure concerning
authenticity, traceability, and compliance [5]. Counterfeit drugs is a global issue the impact of which on patient
safety and health is deplorable. The U.S. scenario with regulatory standards like the Drug Supply Chain
Security Act requiring strict traceability is an ideal application of blockchain [6]. By applying blockchain,
tracking the pharmaceutical products, starting with manufacturing and ending with final consumers, the risk
of counterfeiting could be reduced, as well as providing greater compliance with the regulatory authorities
and more collaboration between the supply chain participants. Real-time monitoring can foster trust and
guarantee patients uncompromising and genuine medication, which is very important in guaranteeing the
security of the health of the population [7].

Economic resilience is another important factor that the blockchain-enhanced enterprise systems can
turn the tide. Despite the complexity and diversification of the U.S economy, international market is vulnerable
to systemic risk, cyber threat and market volatility. The decentralization of blockchain enables economic
stability by decreasing the risks that are posed by centralized systems [8]. Financial and supply chain networks
enhance long-term sustainability, mitigate system risks, and develop country capability to respond to
disruptions. With more industries going digital, blockchain offers a resilience infrastructure that enhances
resistance to both local and international threats [9].

Secure operation models have become national priority in the United States, due to the trend of
businesses implementing emerging technologies such as artificial intelligence and IoT. The cyber threats are
now increasing in terms of frequency and complexity, putting the vital enterprise systems at stake [10]. The
decentralized and immutable nature of blockchain can provide a scalable solution to increase auditability,
accountability, and resilience in the operations of enterprises [11]. Combined with other emerging
technologies, blockchain enhances the secure models of operation even further, giving organizations the
instruments to survive the cyberattack, data breaches, and other operational threats [12].

Though there are opportunities, huge obstacles to blockchain use in U.S. exist. The costs of
implementation are still high, the regulatory landscape is yet to be established, and blockchain platforms to
blockchain platforms interoperability still has a technical challenge [13]. Resistance to change in organizations
and lack of technical knowledge also bring them down. The challenges to overcome should enable the ultimate
capability of blockchain in the service of enterprise systems. However, the research, investment, and pilot
program dynamic is promising an increase in the strategic value of blockchain within the composition of future
U.S. industries [14].
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Blockchain in enterprise systems will be successful in the U.S. in the future, and additional investment
in research and development are an indicator that may be viewed as an assurance of the utility of this
technology in the long term. The interrelation of blockchain with other digital technologies is likely to
characterize the next phase of enterprise innovation [15]. Blockchain in banking will guarantee quicker and
more secure payment methods; in health care, safer and reliable supply chains; in the economy, a platform to
support resilience and sustainability; and in all industries, safer operational models. To be more competitive
on the global market, the United States needs to not only welcome blockchain integration on an enterprise
scale but requires it [16].

This paper discusses the application of blockchain-enabled enterprise models within the U.S. setting
with specific illustrations to banking and pharmaceutical supply chains, economic resilience, and secure
operating models. It is believed that the study will contribute to the development of the improved perception
of the transformational potential of blockchain to enhance the premises of industries in the U.S and sustainable
development of the global economy in the most dynamic world by examining awareness, adoption, barriers,
and future opportunities of the topic.

LITERATURE REVIEW
A. Blockchain in Enterprise Systems

Blockchain has crossed over a niche technology to a business transformer. Its distributed ledger
features enable organizations to build trust, increase transparency, and minimize the use of intermediaries
[17]. Businesses around the world are not merely considering blockchain as a financial innovation, but as a
continuation of businesses processes. The U.S. is the leader in blockchain experimentation across industries
that handle sensitive data and vital resources to enhance resiliency and operational safety.

B. Blockchain in U.S. Banking

Traditionally, the U.S. banking industry has used centralized systems, which are predisposed to frauds,
inefficiency and security violations. Blockchain enables decentralized validation of transactions, which does
not require the involvement of several intermediaries [18]. This assures real-time settlement, reduces fraud,
and facilitates regulatory compliance. Additionally, smart contracts can provide audit and compliance
reporting automation. In U.S. banks that are undergoing digital transformation and are exposed to new
cybersecurity challenges, the implementation of blockchain can provide a competitive benefit and systemic
trust [19].

C. Blockchain in Pharmaceutical Supply Chains

The U.S. pharmaceutical supply chain is extensive and highly vulnerable to fake drugs infiltrating the
market [20]. Blockchain is a means to have end-to-end traceability where all supply chain participants can
confirm the authenticity of drugs. As pressure mounts on regulatory bodies to ensure greater security in supply
chains, blockchain provides a viable option. It is fixed, and this characteristic enables regulators,
manufacturers, distributors, and pharmacies to work together [21]. Implementation of blockchain in drug
supply chains increases patient safety, improves regulatory adherence, and minimizes financial losses caused
by drug counterfeiting.

D. Blockchain and Economic Resilience

Economic resilience has become a concept of significance given the volatility and cyberattacks that
global markets are facing, as well as systemic risks. In the case of the U.S., economic resilience is not only a
question of stability but also of national security [22]. Blockchain supports resilience by decentralizing
systems, minimizing points of failure, and business continuity through disruption. Its implementation in
finance and supply chains enhances the capabilities of U.S. industries to overcome crisis conditions and
respond to emerging challenges [23]. The use of blockchain in the economy can be economically beneficial
not only in terms of efficiency but also with regard to sustainability, trust, and long-term competitiveness.

E. Blockchain and Secure Operational Models

The world of growing cyber threats now requires secure operational models. One of the major concerns
in the US is how to protect sensitive enterprise systems against ransomware, sophisticated attacks and data
breaches. Blockchain is capable of helping achieve secure models with immutable audit trails,

Title: Integrating Blockchain-Enhanced Enterprise Systems for U.S. Banking, Pharmaceutical 53
Supply Chains, Economic Resilience, and Secure Operational Models



JOURNAL OF ENGINEERING AND COMPUTATIONAL
INTELLIGENCE REVIEW (JECIR)

N

Volume 1, Issue 1, 2023
https://jecir.com/

JECIR

decentralization, and increased accountability. Blockchain offers security to the complex network with
artificial intelligence and IoT, where the integrity of information and the persistence of work is critical [24].
Blockchain is viewed by U.S. companies as the key to efficiency and a necessary element of secure digital
infrastructure.

F. Adoption Barriers and Challenges
Nevertheless, despite the potential, blockchain adoption by U.S. businesses has been uneven. The high

implementation costs are also an obstacle to companies that avoid investing in experimental technologies.
There is also regulatory uncertainty as a challenge towards adoption as the various industries await a clear
strategy by the regulators. The incompatibility of dissimilar blockchain platforms and barrier to change in the
organization are other reasons that constrain large-scale incorporation [25]. Moreover, the shortage of
technical skills also exposes the need to build capacity and train the workforce. The barriers must be
comprehended to come up with means of making sure that blockchain is adopted in every sector.

G. Future Prospects of Blockchain in the U.S.

The future of blockchain in U.S. enterprise systems is bright. Rising research and pilot project
investments in blockchain testify to the belief in a long-term value of the technology [26]. Blockchain will
transform payment and compliance systems in the banking sector, enhance supply chain integrity in the
pharmaceutical sector, enable economic resilience in the banking sector, and secure operations in the digital
sector [27]. The integration of blockchain with other emerging technologies such as artificial intelligence, the
Internet of things and cloud computing will contribute more to its functions [28]. With enterprises and
regulators experimenting and perfecting frameworks, blockchain will become a pillar of U.S. digital
transformation.

RESEARCH OBJECTIVES

1. To determine the degree of awareness and perceptions of blockchain technology by individuals in the
banking, pharmaceutical supply chain, IT, and regulatory segments of the U.S. professional
community.

2. To explore how blockchain can improve U.S. banking systems, specifically, reduce fraud, increase
compliance, and enhance data security among customers.

3. In order to explore the role of blockchain in the pharmaceutical supply chain, one can consider the
aspects of drug authenticity, reduction of counterfeits, compliance with regulations, and supply
traceability.

4. The contribution of blockchain adoption to economic resilience with a focus on mitigating systemic
risks and long-term sustainability.

5. The challenge is to evaluate whether blockchain has a potential to develop reliable operation models
of which cybersecurity, decentralization, and integration with other more advanced technologies, like
Al and IoT are examples.

6. Identify the barriers and obstacles to blockchain adoption in different segments of the U.S. enterprise,
including cost of implementation, regulatory ambiguity, interoperability, and resistance to change.

7. To know the future of blockchain use in the American enterprise systems and more so its future growth,
adoption strategy and competitiveness in the next 5 years.to its future growth, adoption strategy, and
competitiveness in the next five years.

STATEMENT OF THE PROBLEM

Enterprise systems in the U.S. have yet to utilize blockchain broadly despite its potential to transform.
Pharmaceutical industry and its counterfeits and traceability issue or banking industry and its fraud and
compliance problem are an exceptionally good use of blockchain, which, however, has not been quite achieved
yet. Likewise, the wider U.S. economy needs robust and safe operating models to survive systemic risks and
cyber threats, but organizational and regulatory obstacles hamper development. Prohibitive implementation
expenses, interoperability, regulatory doubt, and change resistance remain, limiting the adoption of
blockchain. The U.S. industries cannot afford to not fully understand the awareness, adoption, barriers, and
prospects, as the potential of blockchain to enhance competitiveness, resilience, and operational security
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remains largely untapped. This study attempts to fill these gaps by exploring the role of blockchain in key
U.S. industries.
RESEARCH METHODOLOGY
A. Research Design
This study employed a quantitative, cross-sectional research design to examine the integration of
blockchain-enhanced enterprise systems across key U.S. sectors, including banking, pharmaceutical supply
chains, IT/technology, and government/regulatory organizations. The design allowed for the systematic
collection and statistical analysis of data to identify relationships between blockchain adoptions, economic
resilience, and secure operational models. The quantitative approach was chosen because it enables the
objective measurement of constructs such as awareness, perceptions, and adoption barriers using numerical
data, thereby ensuring precision, reliability, and replicability in the findings. The cross-sectional nature of the
study facilitated a snapshot analysis of current trends and perceptions at a single point in time, which is
particularly suitable for rapidly evolving technological domains like blockchain.
B. Population and Sampling
The target population comprised professionals working in U.S. industries directly or indirectly engaged
with blockchain-enabled enterprise systems—particularly individuals involved in cybersecurity, financial
management, supply chain operations, and regulatory oversight. A total of 300 respondents were selected
using a purposive sampling technique, ensuring that participants had adequate familiarity with enterprise
technologies and digital transformation initiatives. This sampling method was appropriate for capturing
informed opinions from professionals across sectors where blockchain implementation is most relevant. The
sample included 29% from banking, 25% from pharmaceutical supply chains, 25% from IT/technology, and
21% from government/regulatory sectors, thereby providing a comprehensive cross-sectoral representation of
the U.S. enterprise ecosystem.
C. Instrumentation
Data were collected through a structured, close-ended questionnaire designed to measure six key
constructs:
1. Awareness and Perceptions of Blockchain Technology
Blockchain in Banking Systems
Blockchain in Pharmaceutical Supply Chains
Economic Resilience through Blockchain Integration
Secure Operational Models
6. Adoption Barriers and Future Prospects
Each construct consisted of multiple items measured on a five-point Likert scale ranging from 1 (Strongly
Disagree) to 5 (Strongly Agree). The instrument was developed after a comprehensive review of relevant
literature and validated by subject matter experts to ensure clarity, content validity, and relevance.
D. Validity and Reliability
The questionnaire underwent rigorous testing to confirm both reliability and validity. Content validity
was ensured through expert evaluation involving blockchain researchers, enterprise system specialists, and
academic reviewers. Internal consistency reliability was measured using Cronbach’s Alpha, yielding values
between 0.78 and 0.86 across all constructs. These coefficients exceeded the generally accepted threshold of
0.70, indicating strong reliability. Constructs such as Economic Resilience (a0 = 0.85) and Secure Operational
Models (o = 0.86) demonstrated particularly high internal consistency, confirming the dependability of the
measurement tool for capturing respondents’ perspectives.
E. Data Collection Procedure
Data were collected through an online survey distributed via professional networks, email lists, and
organizational platforms. Respondents were briefed about the purpose and significance of the research and
were assured of anonymity and confidentiality. Participation was voluntary, and informed consent was
obtained before the commencement of the survey. The data collection process spanned four weeks, allowing
adequate time for participation across various time zones and professional commitments. A total of 320
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responses were received, out of which 300 valid responses were retained for analysis after data cleaning and
screening for completeness and consistency.

F. Data Analysis Techniques

Data were analyzed using the Statistical Package for the Social Sciences (SPSS). The following
statistical techniques were applied:

o Descriptive Statistics: To summarize respondents’ demographic characteristics and assess overall
trends in blockchain awareness, adoption, and perceptions through mean, standard deviation,
frequency, and percentage analysis.

o Reliability Analysis: Cronbach’s Alpha was used to verify the internal consistency of the constructs.

e ANOVA (Analysis of Variance): To identify sectoral differences in blockchain awareness and
adoption across industries.

o Correlation Analysis (Pearson’s r): To determine the strength and direction of relationships between
blockchain adoption, economic resilience, and future prospects.

E. Ethical Considerations
The study strictly adhered to ethical research standards. Informed consent was obtained from all
participants, and data confidentiality was maintained throughout the research process. No personally
identifiable information was collected, ensuring complete anonymity. The study complied with U.S.
institutional research ethics protocols, emphasizing voluntary participation, transparency, and respect for
participants’ rights. The data collected were used solely for academic purposes and stored securely to prevent
unauthorized access.
F. Summary
Overall, the methodology employed in this study ensured a rigorous, valid, and ethical examination of
blockchain adoption across critical U.S. sectors. The use of a quantitative approach, supported by a reliable
and well-validated instrument, provided a solid foundation for analyzing sectoral differences,
interrelationships, and future prospects of blockchain-enhanced enterprise systems.
RESULTS SECTION
Results section includes the most important findings of the research without any interpretation and
bias. It reports objectively on the data collected, with statistical analyses, descriptive statistics and test results
used. This part will contain the factual evidence on which the discussion and conclusions will be based on.
FIGURE 1
RELIABILITY OF THE INSTRUMENT
Reliability of the Instrument (Cronbach’s Alpha by Construct)

Awareness & Perceptions

0.82

Banking Systems 0.84

Pharma Supply Chains 0.81

Economic Resilience 0.85

Construct

Secure Operational Models 0.86

Adoption Barriers 0.78

Reliability Status

Future Prospects mmm Acceptable

mmm Good
0.0 0.2 0.4 0.6 0.8 1.0
Cronbach’s Alpha (a)
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The reliability analysis of the instrument revealed that the internal consistency of the instrument is
satisfactory, with the Cronbach’s Alpha (o)) values of 0.78 to 0.86. Alpha coefficients of 0.70 or more represent
acceptable reliability and alpha coefficients of 0.80 or more represent good reliability by standard
psychometric criteria. Construct awareness and perceptions yielded o of 0.82, indicating that there is strong
consistency among items in the construct. Similarly, the internal reliability of Banking Systems (0.84) and
Pharma Supply Chains (0.81) was acceptable meaning that some of these items in these sections were relevant
to the measurement of the target constructs. The economic resilience (= 0.85) and secure operating models (=
0.86) constructs were found to be highly reliable (with a high level of inter-item correlation and a consistent
structure of measuring the constructs). Simultaneously, the reliability score of the Adoption Barriers was
marginally less but, nevertheless, acceptable (=0.78), which justifies the possibility of using this scale
analytically. Lastly, Future Prospects registered a score of 0.83 on the alpha, which consolidated the validity
of the tool in assessing the views of the respondents regarding the opportunities arising. Overall, these results
prove that the questionnaire is a valid tool to measure the desired constructs and could definitely be used to
further statistical analysis.

TABLE 1
DEMOGRAPHIC PROFILE OF PARTICIPANTS

Characteristic *n* %
Gender

Male 163 54

Female 137 46
Age Group (years)

20-29 72 24

30-39 108 36

4049 74 25

50+ 46 15
Education Level

Bachelor's 161 54

Master's 100 33

Doctorate 39 13
Professional Sector

Banking 88 29

Pharmaceutical Supply Chain 74 25

IT/Technology 76 25

Government/Regulatory 62 21
Years of Professional Experience

<5 82 27

5-10 94 31

11-15 71 24

16+ 53 18

Note. N = 300. Percentages may not total 100 due to rounding.

The demographic data of the respondents used in Table 1 represents a mixed and well-balanced
sample; they were widely represented in terms of gender, age, education and professional sphere, and the level
of experience. Regarding gender distribution, there were 163 males (54) and 137 females (46) participants,
which highlighted the gender parity among participants. The distribution by age groups had the highest
proportion of 30-39 Years (36%), 40-49 Years (25%), and 20-29 Years (24%), with the most recent age group
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of 50 years or beyond making up 15%. This distribution indicates that the sample size was dominated by
middle-career professionals who had extensive industry experience.

In terms of educational qualifications, 54% of the respondents held a bachelor’s degree, 33% had a
master’s degree, and 13% possessed doctoral-level qualifications, reflecting a well-educated sample suitable
for assessing advanced professional insights. The professional sector distribution indicates that 29% of
respondents were from the banking industry, 25% each from the pharmaceutical supply chain and
IT/technology sectors, and 21% from government or regulatory bodies, representing a broad spectrum of
institutional perspectives. Concerning professional experience, 31% of participants reported 5-10 years of
experience, followed by 27% with less than 5 years, 24% with 11-15 years, and 18% with over 16 years. This
diversity in experience levels enhances the depth and reliability of responses, as both early-career and seasoned
professionals contributed to the dataset. Overall, the demographic composition supports the robustness and
representativeness of the study sample for subsequent analyses.

FIGURE 2
DESCRIPTIVE STATISTICS OF CONSTRUCTS (LIKERT SCALE: 1-5)

Descriptive Statistics of Constructs (Likert Scale 1-5)

Awareness & Perceptions

Banking Systems

Pharma Supply Chains

Economic Resilience

Construct

Secure Operational Models

Adoption Barriers

Future Prospects

o

1 2 3 4 5
Mean Score (1-5)

The descriptive statistics of the constructs, as shown in Table 2, offer an overall summary of the
perceptions and attitudes of respondents on a five-point Likert scale. Results show that the responses are more
moderate to positive appraisals on most of the constructs. The construct Awareness and Perceptions had a
mean score of 3.40 (SD = 1.09) indicating that most of the respondents were moderately aware of the studied
area. Likewise, the mean of Banking Systems was 3.44 (SD = 1.14), which has a moderately positive attitude
towards the progress and the improvement of the sphere of activity.

A little higher mean of 3.54 (SD = 1.12) was observed in the construct Pharma Supply Chains where
respondents are more likely to believe in a general effect of new technologies and practices as a positive
impact on pharmaceutical logistics. Similarly, the mean of Economic Resilience was 3.39 (SD = 1.12),
indicating a moderate consensus about the capability of the sector to withstand changes in the challenges it
faces. The mean of secure operational models was the same as that of pharma construct (3.54, SD = 1.14),
which indicated a positive perception of security-inspired operational improvements.

On the other hand, the lowest mean score (3.12) of the items in the Adoption Barriers was received,
with the SD = 1.21, as it indicates that barriers are perceived to have moderate effect but not critical obstacles.
The best mean result was recorded in Future Prospects (M =3.71, SD = 1.09), which is a sign of the optimistic
attitude towards future progress and implementation in the fields considered in the study. In general, the
findings indicate that participants have positive perceptions of innovation and operational models.
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FIGURE 3
ANOVA

Simulated Boxplot of Awareness by Sector (Based on Means and SDs)

o

Awareness Scores
w »

o
Banking Pharmaceutical IT/Tech Govt./Regulators

On the other hand, the lowest mean score (3.12) of the items in the Adoption Barriers was received,
with the SD = 1.21, as it indicates that barriers are perceived to have moderate effect but not critical obstacles.
The best mean result was recorded in Future Prospects (M =3.71, SD = 1.09), which is a sign of the optimistic
attitude towards future progress and implementation in the fields considered in the study. In general, the
findings indicate that participants have positive perceptions of innovation, operational security, and future
potential, but certain moderate barriers to innovation still exist.

The post-hoc Tukey test also found that pharmaceutical sector demonstrated much more awareness
compared to the government and regulatory sector, which demonstrates a difference in familiarity and
engagement with the concepts or practices being discussed. These results indicate that awareness is not evenly
distributed across industry, with the pharmaceutical and banking sector showing superior exposure and
awareness, which may be explained by increased innovation adoption or emphasis on compliance and
efficiency in the sector. On balance, a considerable ANOVA finding supports the presence of sectoral
differences in awareness and the necessity to implement individual approaches to promote awareness and its
application in all professional areas.

FIGURE 4
CORRELATION ANALYSIS

Correlation Matrix Heatmap
(** significant at p < 0.01)
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Figure 4 shows that the correlation analysis shows statistically significant and positive relationships
amongst all the key constructs, which show the strong interconnection of the concepts presented in the
conceptual framework. Construct "Awareness & Perceptions" positively correlated with the construct
"Blockchain Adoption" (r = 0.46, p < 0.01) indicating that the higher the awareness, the higher the adoption
of blockchain technologies in sectors. Likewise, positive correlations were also observed between awareness
and "Economic Resilience" (r = 0.39, p < 0.01) and between awareness and Future Prospects (r = 0.41, p <
0.01) indicating that the better the awareness and the positive perceptions, the better the resilience and the
better the future prospects.

The findings also indicate that the adoption of blockchain technologies is significantly related to
Economic Resilience (r = 0.52, p < 0.01) and Future Prospects (r = 0.49, p < 0.01), meaning that the use of
blockchain applications promotes operational stability and vision. In addition, the correlation between
[Economic Resilience] and [Future Prospects] (r = 0.44, p < 0.01) supports the idea that strong economic
systems are associated with higher confidence in the potential to develop into the future. Altogether, the
statistically positive and meaningful correlations (p < 0.01) confirm that the increased awareness and
implementation of blockchain technologies lead to a greater economic resilience and more promising future
perspectives in the considered industries.

DISCUSSION

The findings of this study illuminate the current landscape and perceived value of blockchain
integration within critical U.S. enterprise systems. The generally positive mean scores across all constructs,
particularly for "Future Prospects" (M=3.71), indicate a strong, forward-looking consensus among
professionals regarding blockchain's transformative potential. This optimism is notably higher than the
moderate levels of current "Awareness & Perceptions" (M=3.40), suggesting that while practical
understanding may still be evolving, there is significant confidence in the technology's strategic future. The
strong, positive correlations revealed in the analysis, especially between "Blockchain Adoption" and
"Economic Resilience" (r=0.52), provide empirical support for the theoretical claim that decentralized systems
can enhance systemic stability and reduce single points of failure [8, 22]. This aligns with the literature
positing blockchain as a foundational technology for building resilient economic infrastructures capable of
withstanding disruptions.

The significant sectoral variation in awareness levels is a critical finding. The higher awareness in the
pharmaceutical and banking sectors can likely be attributed to acute, sector-specific pressures. For
pharmaceuticals, stringent regulatory mandates like the Drug Supply Chain Security Act [6] and the urgent
need to combat counterfeit drugs [20, 21] have propelled blockchain to the forefront of strategic solutions.
Similarly, the banking sector's focus on fraud reduction and compliance automation [18, 19] has made
blockchain a key area of innovation. Conversely, the lower awareness in government/regulatory and IT sectors
is paradoxical and concerning. It suggests a potential disconnect between technology developers and
policymakers, which could exacerbate the "regulatory uncertainty" identified as a key adoption barrier [13,
25]. This gap must be addressed through cross-sectoral collaboration to create the coherent frameworks
necessary for widespread adoption.

Regardless of the optimism, the fact that the construct with the least mean score (M=3.12) is Adoption
Barriers indicates that there are many challenges still. These obstacles include cost, interoperability and
regulatory ambiguity as reported in earlier studies [13, 23, 25]. The paper emphasizes that the challenges have
not been just technical in nature but organizational and regulatory. In order to fulfill the maximum potential
of blockchain as an enabler of secure banking processes, verifiable supply chains in the pharmaceutical sector,
and general economic resilience, a concerted effort should focus on lowering the cost of implementation,
specified interoperability requirements, and reasonable regulatory guidance. The hope expressed in this article
calls upon industry powerhouses and policymakers to collaborate in addressing these problems, thereby
unlocking the potential of blockchain to bolster the backbone enterprise systems in the nation.
CONCLUSION AND RECOMMENDATIONS

Title: Integrating Blockchain-Enhanced Enterprise Systems for U.S. Banking, Pharmaceutical 60
Supply Chains, Economic Resilience, and Secure Operational Models



JOURNAL OF ENGINEERING AND COMPUTATIONAL
INTELLIGENCE REVIEW (JECIR)

N

Volume 1, Issue 1, 2023
https://jecir.com/

JECIR

In conclusion, the present study proves that blockchain technology is bound to emerge as a digital
transformation icon in major U.S. enterprise systems. It turns out that the masters of the banking,
pharmaceutical supply chain, IT, and regulatory industries clearly realize that blockchain can positively
change the financial disclosure, pharmaceutical integrity, economic stability, and playing paradigm less
dangerous. The fact that there is a correlation between implementation of blockchain and economic strength
on the one hand and positive expectations about the future on the other hand indicates that the technology
implementation is not a technical change but a planned need. But here is a method of universal application.
The average-of-the-pack current awareness factor, along with the knowledge of the endemic blocking factors
to adoption, high implementation costs, interoperability problems, and regulatory uncertainty, demonstrates
that there is no close relationship between the perceived potential and the reality on the ground. The huge
sectoral lack of awareness between the government and regulation organisations that are left behind by leaders
in the industry is also a problem since there is the risk of policy and innovation mismatch as well.

It is proposed to fill this gap with a multi-faceted approach and accelerated responsible use of
blockchain technology. The first thing we can do is to provide a certain amount of awareness, and education
campaigns which will target government and regulation professionals. These measures need to unlink the
technology and focus on the pragmatical benefits of the technology in the areas of regulatory compliance and
accountability to the public that will be more positive to promote a more enlightened and supportive policy
environment. Second, policymakers and the consortia of industries should collaborate to implement
transparent regulatory directives and technical specifications [29, 30, 31]. These recommendations will
contribute to removing confusion between investors and businesses, and standards will assist in directly
addressing the problem of interoperability that currently acts as an obstacle to an efficient integration of
different blockchains and legacies.

Thirdly, it is advisible that the organizations should take the approach step by step to minimize the
impediment of high initial cost. Pilot programs with targeted, high value applications, such as high risk drugs,
or internal competency automation in a financial institution, can indicate specific returns on investment and
internal competency without investment across an enterprise. Lastly, the third suggestion is to urge the citizens
to join the privates to finance the big research development projects. That kind of alliance enables the problems
of scale inherent to such alliances to be addressed, like security and power-usage, so there is an underlying
technology that is scaled to national strategic concerns. With the adoption of these recommendations, U.S.
companies and policy-makers will be able to rise as one above the prevailing task and thus use all the
advantages of blockchain to carry innovations, national security, and competitive advantage in the economy.
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